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Description 

Method for Carrying out an Update in a 
Program-Controlled Device, 
Program-Controlled Device, and 
Program Code that can be Executed in a 

Web Browser 

Cross Reference to Related Applications 

[0001] This is a continuation of international application PCT/ 
EP02/01365 having an international filing date of Febru- 
ary 9, 2002, not published in English under PCT Article 

21(2), and now abandoned. 
Background of Invention 

[0002] 1. Field of the Invention. 

[0003] The invention relates to a method for performing an up- 
date of a program in a program-controlled device. The in- 
vention also concerns such a program-controlled device 
as well as a program code that is executable in a Web 



browser. 

[0004] 2. Description of tlie Related Art. 

[0005] Program-controlled devices are used in a plurality of ap- 
plications, for example, for automatically performing any 
type of measurements. Instead of a direct operating op- 
tion provided on the device itself, a connection to a stan- 
dard Web browser can be provided via which a user can 
operate the device. For enabling communication with the 
Web browser, the device must have integrated therein the 
necessary functions of a Web server. 

[0006] In the program-controlled devices it is expedient when 
the devices enable a so-called update for the programs 
used therein which updates allow program error elimina- 
tion or integration of new functions or other actualization 
in an existing program. 

[0007] It is known in practice to perform such updates by means 
of so-called tools which themselves contain the desired 
update information as well as a program for integrating 
the update information into a program of the device. The 
tool is executed by means of a personal computer (PC) 
which is connected to the device. Such tools, however, are 
platform-dependent, i.e., they can only be used exclu- 
sively with personal computers having a certain platform 



such as Windows, UNIX etc. For each platform it is there- 
fore necessary to provide a separate tool. Moreover, the 
desired tools, when requested from a provider, are often 
not available or not up-to-date for certain devices or for 
certain programs within a device; also, the tools overall 
are non-uniform with respect to their handling and be- 
havior. 

[0008] In another available option for performing updates of pro- 
gram-controlled devices, the update information is avail- 
able on the Web server for downloading. For such an up- 
date, first an update data file is downloaded from the Web 
server onto a local hard drive of a device with installed 
Web browser. Subsequently, an upload of the data stored 
on the hard drive of the device is performed into the pro- 
gram-controlled device. For both data transfers, the Web 
browser serves as an operating platform for the user. With 
this second update option, the general availability of al- 
ways current update information can be ensured because 
the information must be made available only once cen- 
trally on the Web server. Moreover, the utilization is plat- 
form-independent by employing a Web browser for per- 
forming the update. 

[0009] However, this method has also several disadvantages. On 



the one hand, the device provided with the Web browser 
requires a hard drive for saving the update information. 
Some future compact Web access devices (Web appliances) 
however will no longer have a hard drive and would there- 
fore be excluded from using them for such updates. On 
the other hand, the user, when downloading the update 
file from the Web server onto the hard drive of the device 
as well as for uploading the update information from the 
hard drive onto the program-controlled device, is inde- 
pendently required to select a path and a filename. This 
can easily result in errors and faulty operations. 
[0010] Accordingly, the known options for performing an update 
of programs in a program-controlled device are not satis- 
factory. 
Summary of Invention 

[oo^^] it \s an object of the invention to provide a method and a 
program-controlled device as well as a program code to 
be run in a browser which enable an improved update of a 
program in a program-controlled device. 

[0012] This object is firstly solved according to the invention by 
means of a method for performing an update of a pro- 
gram in a program-controlled device, the device compris- 
ing a network connector and Web server functions and ac- 



cessible by means of a Web browser, wherein the method 
comprises the following steps. 

[0013] _ Requesting update information for a program of the de- 
vice from a Web server through the device, initiated by 
means of the Web browser. 

[0014] _ Downloading update information from the Web server 
onto the device. 

[0015] _ Transferring the downloaded update information to the 
Web browser. 

[0016] _ intermediately storing the update information by means 
of a program code executable by the Web browser. 

[0017] _ Programming the update information into the device by 
means of the program code executable by means of the 
Web browser. 

[0018] Secondly, the object is solved for a program-controlled 
device according to the invention by a network connector 
via which a connection to a Web server can be generated; 
an access means to a Web browser via which the device 
can be operated by a user; Web functions for downloading 
an update file from a Web server upon request by the Web 
browser and for transferring an update file that has been 
received from the Web server to the Web browser; and at 
least one program that can be changed based on trans- 



ferred update information by means of a program code 
executable by the Web browser. 
[0019] Finally, the object is solved according to the invention by 
a program code executable in a Web browser and config- 
ured to cache update information received via a program- 
controlled device and to program the update information 
into a device. 

[0020] The invention is based on the principle that the problems 
of the known update options can be prevented by using a 
program code executable in the Web browser. The Web 
browser can be integrated into any suitable device, for ex- 
ample, a personal computer or a separate Web access de- 
vice. 

[0021] A particular advantage of the invention is initially provided 
in that within the program code according to the invention 
that is executable in a Web browser all of the sequences 
required for the update can be automated. Accordingly, by 
means of the method, the device, and the program code 
according to the invention, for performing an update only 
minimal input data must be provided by the user so that 
only a minimal chance for failure or operating mistakes is 
present. 

[0022] Since the program code that programs the update infor- 



mation into the device configured to be executable in a 
Web browser, the update can also be carried out, as in the 
second prior art option listed above, by means of a uni- 
form program code and a uniform update information. 
Also, as a result of making available the update informa- 
tion on a Web server in accordance with the method and 
the program-controlled device according to the invention, 
a central availability of update information that is easily 
kept current and completely maintainable is provided 
wherein according to the invention the download from the 
server can be carried out via the device itself. The web 
server can be, for example, a server that is made available 
by the device manufacturer and is accessible via the Inter- 
net, but it can also be a server which is available for ac- 
cess by different devices within a company. 
[0023] In contrast to the second listed known method, a hard 
drive is not needed in the device provided with the Web 
browser where initially the update file that is downloaded 
is to be stored because caching in a working memory is 
sufficient for a program code executable by the Web 
browser. 

[0024] Finally, the invention enables the use of standard services 
such as Web browsers and firewalls so that the use of the 



invention and tlie safety precautions require only a mini- 
mal expenditure. 
[0025] Advantageous configurations of the method according to 
the invention, of the program-controlled device according 
to the invention, and of the program code that is exe- 
cutable in a Web browser can be taken from the depen- 
dent claims. 

[0026] In a preferred embodiment of the invention, the program 
code that is executable in the Web browser is a Java ap- 
plet. In this connection, Java is an object-oriented pro- 
gramming language developed by the company Sun Mi- 
crosystems while applet refers is a program designed 
such that it can be carried out within the frame of another 
different application. Java applets are the most common 
program codes executable in a Web browser because they 
fulfill high safety standards. These safety standards en- 
sure inter alia that a Java applet can communicate within a 
Web browser exclusively with that server from which the 
Java applet has been received. 

[0027] Accordingly, in a further preferred embodiment the pro- 
gram code executable in the Web browser is stored in the 
program-controlled device and is made available to the 
Web browser for an update, respectively. This enables. 



when using a Java applet or another program code that 
can be executed in a Web browser and has similar safety 
standards, a subsequent communication of the program 
code with the program-controlled device. As an alterna- 
tive, the program code executable in the browser can be 
stored in the Web server and can be made available to the 
Web browser by means of the program-controlled device 
that is configured as a router. This is of interest primarily 
for devices with a small memory. In this case, for Java ap- 
plets or similar applets a subsequent communication with 
the program-controlled device is possible. Storing a Java 
applet in the memory which is correlated with the Web 
browser or a direct transfer from the Web server to the 
Web browser is however excluded by the described safety 
precautions because the applet then cannot communicate 
with the program-controlled device. 
[0028] Special problems occur when the network communication 
program of the program-controlled device is to be up- 
dated because any communication of the device with a 
Web browser and a Web server is carried out by means of 
this program, which also contains the Web server func- 
tions of the device. In this case, during programming of 
the update information into the device, the old network 



program can be carried out simultaneously in a second 
memory within the device; however, the memory must 
fulfill certain minimum requirements which are often un- 
desirable. As an alternative, during programming an es- 
pecially simple network protocol is advantageously used 
which requires only minimal space in the memory. 

[0029] Preferably, for a uniform handling of all updates a simple 
transmission protocol, which can be executed in the 
browser, is used for programming the update information 
into the device by means of the program code. Within the 
TCP/IP (transmission control protocol/Internet protocol) 
protocol family, primarily the trivial file transfer protocol 
(TFTP) is suitable for this purpose. Such simple transfer 
protocols are not supported by standard browsers but are 
enabled only by the inventive programming of the update 
information by means of a separate program code which 
is executable in the browser. 

[0030] Another problem when updating a network communica- 
tion program in a device resides in that disturbances 
within the update process can result in inconsistent data 
within the device; in an extreme situation this can cause a 
subsequent permanent communication interruption. For 
this reason, it is suggested not to update a so-called boot 



block. The boot block comprises only minimal communi- 
cation functions as well as the core programs for the up- 
date. In the second method according to the prior art, the 
HTTP (hypertext transfer protocol) based on TCP is used 
for the transfer of the update information from the hard 
drive to the device via the Web browser; HTTP does not fit 
into small boot blocks. This difficulty does not emerge 
when, according to the invention, a simplified protocol 
such as TFTP is used for programming the update infor- 
mation into the device by means of a program code which 
is executable in the Web browser. 
[0031] For an increased malfunction resistance it is furthermore 
suggested that the program code executable in the Web 
browser and/or the device has a function which enables 
checking of completeness of the data transfer before pro- 
gramming of the update information into the device. If as 
a result of incomplete data a disruption of the Internet 
path between the device and the Web server is detected, 
the program code or the device can perform an error cor- 
rection in that, for example, a renewed transfer is re- 
quested from the Web server. In the phase before pro- 
gramming the update information, disturbances in the In- 
ternet cause only waiting periods, but no damage, so that 



monitoring in tiiis pliase of tlie transfer is very advanta- 
geous. 

[0032] Moreover, the risks of tlie update itself can be reduced 
greatly by the invention because the program code exe- 
cuted in the Web browser has saved a copy of the update 
information. When problems occur, this copy can be used 
as a base for error correction. The magnitude of the net- 
work spacing can be determined by the used by selecting 
its own location and can therefore be kept at a minimum. 

[0033] As already mentioned, programming of the update infor- 
mation into the device and also a possibly required error 
correction can be realized with the method, the device, 
and the program code according to the invention in an 
extremely user-friendly way because the program code 
executable in the Web browser can be designed such that 
all processes occur automatically. With the exception of 
starting an update, any actions to be carried out by the 
user can be eliminated. However, an interactive update 
with input by the user into the Web browser is possible 
also. 

Brief Description of Drawings 

[0034] The invention will be explained in the following with the 
aid of the drawing showing one embodiment. The only 



Fig. 1 shows schematically the integration of a program- 
controlled device into an update system employing the 

method according to the invention. 
Detailed Description 

[0035] The program-controlled device 1 in Fig. 1 has a network 
connection by means of which it is connected to a Web 
server 2 via an Internet connection. The connection be- 
tween the device and the Web server 2 extends through a 
firewall 3. 

[0036] In addition, the device 1 is connected via a data line with a 
personal computer (PC) 4 in which a Web browser 5 is in- 
stalled. In order for the device 1 to be able to communi- 
cate with the Web browser, it also comprises the required 
functions of a Web server. 

[0037] During normal operation of the device 1 the connection to 
the Web server 2 is not present. The device is a measuring 
device which is configured to perform program-controlled 
measurements. The operation of the device 1 for preset- 
ting measurement parameters and for reading measure- 
ment results is realized by means of the Web browser 5 in 
the connected personal computer 4. 

[0038] The method according to the invention is used when a 
program within the device 1 is to be updated. For exam- 



pie, this can be desirable when a program contains an er- 
ror or when a new or improved version of the program is 
available. The device manufacturer of the device 1 pro- 
vides, for actualization purposes of the program in the 
device 1, access to the Web server 2 on which the avail- 
able update information for different programs is stored. 

[0039] For initiating an update of the device 1, the user enters an 
update command via the Web browser 5 of the personal 
computer 4 with which, for example, the programs to be 
updated or possibly individual auxiliary functions of a 
program can be identified. As an alternative, it can also be 
provided that only a general update command is entered 
and that automatically all updates available for the device 
1 are performed. 

[0040] The Web browser 5 transfers the command by using HTTP 
to the device 1; this transfer is identified in the Figure by 
the letter a). The device 1 then contacts the Web server 2 
as a HTTP client. The HTTP transfer b) for contacting en- 
ables in a known way passage of the firewall 3. The device 
1 downloads the required update file also by means of 
HTTP transfer c) from the Web server 2 and transfers the 
obtained update file by using TFTP as a transfer means d) 
to the Web browser 5. Together with the update file, or at 



an earlier point in time, a Java applet is transferred to the 
Web browser 5; this Java applet is stored in the memory of 
the device 1. As an alternative, for the transfer b) to d) 
other types of protocols can be used. 

[0041] The Java applet 6 is then started within the Web browser 
S. As a first action it initiates caching of the update file in 
the working memory of the PC 4. Already during caching, 
the applet 6 checks also the completeness of the update 
file received in the personal computer 4. Should an error 
indicate a disruption in the Internet path between the Web 
server 2 and the firewall 3, the Java applet 6 requests via 
the device 1 a new transfer from the Web server 2. 

[0042] As soon as the update file has been completely received 
and cached, the update can be performed automatically 
by the Java applet 6. For this purpose, the update infor- 
mation is programmed into the device Iby means of the 
Java applet 6 by using TFTP. The transfer of the required 
data from the Java applet 6 to the device 1 is illustrated in 
Fig. 1 by e). The use of the simple TFTP protocol enables 
also an update of the network communication program. 

[0043] In the case that during programming of the update infor- 
mation into the device 1 an error occurs, the Java applet 6, 
based on the cached copy of the update file (if needed. 



after performing an error elimination mechanisms con- 
tained within the Java applet 6), carries out a repeat of the 
programming steps so that, in combination with the initial 
control of the update file, a high safety with respect to 
uncorrectable programming errors is provided. 

[0044] Since the device comprises a network connector as well as 
a network communication program and since the updates, 
by means of the connected Web browser 5, take place di- 
rectly via the network, additional data input interfaces on 
the device 1 are obsolete with the exception of those that 
are needed for the standard operation of the device 1. 

[0045] While specific embodiments of the invention have been 
shown and described in detail to illustrate the inventive 
principles, it will be understood that the invention may be 
embodied otherwise without departing from such princi- 
ples. 



